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Abstract

Healthcare data has grasp the attention cyber attacker because of the sensitivity of the data.
Healthcare data has been the victim of many integrities based cyber-attacks recently. Further,
patient’s privacy has been adversely effected by keeping the data in a centralized manner as the
data is valuable asset for the patients as well as for the medical staff. For the solution of
aforementioned problems, we have addressed block chain as a barrier for integrity based attack
son healthcare data stored in the block chain. We have designed Healthcare Block chain with a
web-interface to keep the medical records of the patients safe against every integrity based attack
and unauthorized access. Clients, patients, medical staff and miners can access the Healthcare
Block chain via web-interface. The Healthcare Block chain have been divided into two views:
Front End (Miner View) and Client End View. Miners can access the Healthcare Block chain via
Front End View for the confirmation of valid medical data transactions. On the other hand, clients,
patients and medical staff and access the Block chain for doing medical data transactions, viewing
health records via Client End View. These web-based interfaces provided the functionality of
accessing the data in a distributed manner. This security mechanism has provided the patient with
the right of controlled data sharing with the concerned medical staff. Additionally, it provides the
medical staff with the facility of managing the data in a decentralized and secure way.

Introduction

Block chain is a time-stamped series of unchangeable record of data which is managed by
computer clusters and it is not owned by a single entity. Each of these data blocks (records) are
secured and by the help of cryptographic principles these blocks are bound to each other. Network
of block chain does not contain any central authority but it consists of democratized system. Since
it is a mutual and permanent record, the data in it, is open for anybody and everybody to see.
Henceforth, anything that is based on the block chain technology is transparent due to its nature
and everybody who is involved, will be held accountable for his action. Once information enter in
block chain record can never be erased. The most popular example of Block chain is Bitcoin which
is a decentralized peer-to-peer digital currency. This bitcoin currency is extremely controversial in
today’s era but with the help of block chain technology, world can work without any flaws and
found out a broad range of applications in non- financial and financial fields.
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Literature Review

Abdullah Al Omar et al. [17] have developed a private platform for healthcare data record. It is a
cloud based block chain system. According to them decentralization of cloud data could minimize
the risk of cyber-attacks on data. In this paper, they have proposed a patient centric healthcare data
management system. Block chain technology have helped to maintain the integrity and privacy of
data. Smart contracts have been used in the development of this system. A set of security and
privacy based requirements have been taken into consideration while the development of the
system. However, interoperability between different diagnostic centers, hospitals, doctors and
patients have not been taken into consideration.

Thomas McGhin et al. [18] have discussed the research challenges and opportunities of block
chain while implementing for healthcare systems. Block chain has wide range of features which
includes distributed ledger, decentralized storage system, authentication, integrity, privacy and
immutability. Block chain application for healthcare is very suitable because of diverse data
preserving and privacy features. On contrary to this, block chain technology have number
vulnerabilities which can affect its performance while application in healthcare system such as
mining incentives, mining attacks and key management system which needs to be taken into
consideration. The main goal of the application of block chain technology for healthcare is to
provide ownership to the medical data records in a secure environment. However, there are many
areas of research which needs to be focused while implementing block chain for healthcare such
as block chain mining incentives, scalability for healthcare, real-world data-sets availability for
medical research and development.

BL Radhakrishnan et al. [19] have developed a electronic healthcare record management system
using block chain. It provides multilevel authentication. The main purpose of this system is to
provide protection to the medical records as leakage of such record could leads to a wrong
medication, surgery or life loss. Although block chain with its distributed and decentralized
property provides security to the healthcare data but block chain also suffers from attacks such as
cold wallet, hot wallet and phishing-based attacks. In this paper, they have proposed a mechanism
based on multi-level authentication which protects the block chain from the above-mentioned
attacks and thus provides security to the healthcare data.

Tim K. Mackey et al. [20] have identified various challenges and opportunities for application of
block chain technology for healthcare data management and privacy. According to the authors,
block chain is a great source for data management, privacy and data provenance. Block chain
technology has taken hype during the last decade and have revolutionized various technologies. In
healthcare sector it has been explored abruptly to optimize lower cost requirements, patient
outcomes, and enhancement of compliance and healthcare data provenance for better usage in
future. However, it is critically analyzed that if the block chain has the capacity and capability to
satisfy the hype of technology in terms of fulfilling actual healthcare needs, consumers, patients
and providers.

Dimiter V. Dimitrov et al. [21] have explored the applications of block chain for healthcare data
management. The aim of this research is to provide an overview of applications of block chain
technology in the healthcare sector. This review paper covers storing of healthcare records of
patients through various applications and personal data ownerships. They have discussed the gap
between block chain technology technical implementation for healthcare and on the other hand its
economic impact. According to their results, they have concluded that block chain technology has
proved to be a fast, simple and interactive platform for data providers and patients. Various
applications of block chain have been discussed in this paper such as electronic medical record
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data management, healthcare data protection, personal health record data management, point of
care genomics and so on.

Tarig Abdullah et al. [22] have discussed challenges for integrating block chain within healthcare.
This paper focus on the discussion of the use of block chain and 10T for healthcare domain. They
have identified areas in healthcare which could flourish with the help of new technologies of block
chain and loT. While identifying the technological improvements, they have also paid attention on
the practical aspects of such development. Practical aspects of implementation of such technology
includes restricted funds, advance computer power requirements and considerations while
investing in such new technologies. However, for the application of block chain in healthcare
sector, design considerations with respect to its complexity, scope, funding and development must
be taken into notice.

Patrick Li et al. [23] have used block chain for the management of medication histories. As
effective patient care is needed so access to the accurate and complete medical history is necessary
for healthcare institutions. Currently, management of history of medication is maintained using a
centralized system. However, centralized mechanism of medical history management is not secure
in terms of sharing and accuracy. Privacy and integrity of data can be affected. In this paper, they
have developed a decentralized medical history management system with the help of block chain
technology. Hyperledger Fabric framework is used. In this system, each prescriber can create
prescriptions for each patient.

Block chain working in health Sector

How a blockchain works

Block chain System Taxonomy

In current vision, Block chain has been roughly classified into three major kinds named as: public
block chain, private block chain and consortium block chain [1].

Public Block chain: It is a type of block chain that anyone in the world can see its records and
could participate in its consensus process. Unexpectedly, just a cluster of pre-chosen nodes would
take part in the consensus procedure of a consortium block chain. is considered as secured medium
due to cryptoeconomics which is an economic incentives and cryptographic verification using
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mechanisms such as proof of stake or proof of proof of work. Structure of this tyep of block chain
is decentralized.

Private Block chain: With respect to this type of block chain only those nodes that originate from
one explicit association would be permitted to join the consensus process. A private block chain
IS seen as a centralized structure since it is completely constrained by one association.
Consortium Block chain: The consortium block chain built by a few associations is in part
decentralized since just a few nodes would be chosen to decide the consensus.

Comparison of Block Chain Types

Following is discussed comparison of three popular kinds of block chain through various aspects

[2].

a) Consensus Determination: In public block chain, each node could put its contribution
inconsensus process and only selected group of nodes are in charge of approving the block in
consortium block chain. With respect to private block chain, completely constrained by one
association and the association could decide the last consensus.

b) Read Permission: In Public block chains, transactions are visible or seen by public while its
dependency with regards to a private block chain or a consortium block chain.

c) Immutability: It is almost difficult to alter transactions in public block chain since records are
stored on an exapnsive number of participants. On the other hand, in private or consortium
block chain transactions can be tempered in an easier manner as it consists of a limited number
of participants.

d) Efficiency: It requires a lot of time to propagate blocks and transactions as public block chain
consist of a large number of nodes. Therefore, transaction throughput is constrained and
latency is high. With less validators, consortium block chain and private block chain could be
increasingly effective.

e) Centralized: The primary distinction among the three kinds of block chains is that public
block chain is decentralized, private block chain is completely centralized and consortium
block chain is partially centralized.

f) Consensus Process: Everybody on the world could join the consensus process of public block
chain while both private and consortium are permission.

Block chain Architecture Components

Following are the main components of block chain:

1) Nodes: These are computers or users within the architecture of block chain (each has an
autonomous duplicate of entire block chain ledger).

2) Transaction: It is a smallest building block which is part of block chain system (information,
records, etc.) whose duty is to serve as the purpose of block chain.

3) Block: It is called as the data structure utilized for keeping a transaction set and that set is
distributed all nodes which are part of network.

4) Chain: It is called as a block sequence in a specified order.

5) Miners: These are specific nodes whose duty is to perform the verification process of block
before doing addition to block chain structure.

6) Consensus: It is a protocol which consist of set of rules and arrangements for the sake of
carrying block chain operations.

Block chain Working Scenario
1- A wants to send money to B.
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2- A request for a transaction.

3- Block is created that represent the transaction.

4- This block is broadcast to every node in network.

5- Nodes in the network approve that transaction is valid.

6- A node is received by node for the proof of work.

7- This block is then added to chain which provides a transparent and incredible record of
transactions.

8- At last, transaction is complete so money is moved from A to B.

Methodology

Interest in Block chain technology has been increased in health industrybecause it offers a secure,
distributed database that has potential to operate without the presence ofany administrator or
centralized authority. In my proposed methodology as dicussed in fig.1, block chain is presented
as peer-to-peer and distributed network that is responsible to make a continuous records called
blocks. Each transaction of amount that take place for block chain user is been represented in a
cryptographically signed block which further automatically validated by the network itself. This
cryptographically signed blocks and validation process works very well to maintain the
transparency and authenticity of healthcare record or data.

Module 1: Wallet Generation Module for Public/Private Key

In this module, a Wallet is generated so we can add new patient or client or patient account. The
generated Wallet contain two keys: Public key and Private key as shown in Fig.2.For
Public/private key generation purpose, it will call an APl which further calls a
GetBitcoinSecret(built in library) function that is present inside RSA class algorithm.

Module 2: Transaction Module

In this module, hospital information is shared through Block chain network. while making
transaction, a private encrypted signature is generated that contain its Sender Address, Private
Address, Recipient Address, Amount or Medical Records ,for transaction purpose that was further
decrypted in confirming transaction in system as shown in Fig. 3. After confirming transaction
system, verify everything that has a relation(Sender Address, Private Address, Recipient Address,
Medical Records or Amount ).

Module 3: Wallet Transaction

In this module, client or patient history of transaction that took place within network is been
verified as shown in Fig.4. When a sender address or public key is entered, it will give information
of sender address, recipient address and amount or medical records.

Module 4: Miner View of Block chain Transaction
In this module, we can view the transaction of other node or miner. When we enter minor URL, it
will show transaction detail: sender address, recipient address, amount or medical records with.

Implementation

Block chain Wallet Generation

A software program of Block chain wallet is generated (as shown in Fig.7, 8 &9) that enables our
users to keep records of all transactions which are related to the amount and further

Volume 4, No. 2 April- June, 2026



176

store them on Block chain. In our proposed work, this wallet mainly stores private and public keys
for adding a patient or client account related information.

Security barrier against integrity based attacks in health care block chain
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Block chain Transaction Module for Digital signature

A digital signature is generated in transaction module for assuring the authentication process
of our medical digital records. Therefore, a valid digital signature is added in our proposed
us to give our recipient, a trust that the message was actually created by a claimed client or
user (authentication) and it is not possible that a message can be modified in transit
(integrity). Additionally, a sender cannot deny regarding a message or medical record is sent
by him. An asymmetric cryptography Digital signature also named as public key
cryptography has been proposed to achieve integrity of our records in terms of encrypt and
decrypt data. There are two keys: Public and Private which are not identical but paired
together but are not identical. Public key can be shared with everyone and the private key is
kept secret as shown. Either of the keys can be used to encrypt a message and the opposite
key can be used to decrypt messages. This pair of keys provides a layer of security and
validation to messages, sent through secure and non-secure channels it.
The public key is freely shared with everyone and it is accessed as wallet's address. On the
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other side the private key is used to sign transactions. This means, a client can only access

or spend amount, present in wallet when he has associated private key.

| Blotha n Cliem x| thathn Cient x4
C A MNotsesure | loathostA384 Hune MekeTirsaativn f @ew ¥IQ

G vansviuit @ bow -t Bl P Lip Vabs | U FChoste 3 0w

B oaps Y RamaTedewe. [

ital Infarmation sharing through a Block Chain Networx

sacian Niefalls and ek o *Cenorate Tansaion’ baton t grrerdte

Sender Address: 1 AUy A7 F GV O VYN

Sender Private Key. iy rOMBMAZE 2cLibiCrodidTin JLg¥A30bSTEB  YBunariYh

Reclpent Afress: 162141200 ZOH3 EMIBHKICAGSS1UVVEL.

Amount to 3end: -

Miner Fees:

10

Generale Transaction

177

Figure.4. Portal or window of entering information regarding sender address, the sender's private

key, the recipient’s address, sending & fees of miner

) ockcrainapp Ccbugging) Vicrszh Vil Suio
Fle EU Vs Poc Sid Detug Tem Took Ter Anabz \Wndow  Hep
o-o|A-a @9

Process [A42/] defmetex

X & | Duicklaunch (Gl ©) P Aox

O
LI T

- | any cou =| M ple Sartup Projact> Shcortmuze G- L E0 mO|e @t e | F L iiem]E
Theead (1132 Werker heea T m

2 A ek b
BlociCheinclentContolercs -+ > [NESTRSRY

var wallet - RSN.RSY KepSearate():
war vap = e

i

privale
publi b
%

|- Blosk€han Client X | ZosChanCient ER

G A MNelweue | ol 380 Hur e/ MakeTransactivn

|; e

GATIT MErSAET N arfal=, €Ner a BiaKehaln nose un AT 210K o Gonnr Trnsactien”
0 mAlze yur TArsaeK Y

Sender Address:
1AV VPLAKKMOZ LAxEC] Myl YadrdNagL
Revipient Address:

18ZL4v2D2MN D HIBINSHINC A5G [WWEL
Amount to Send:

Transaction Signature:

HYEYSBVix/CUr PGCKITKMEF 2200037 Z0p30, 106 <7 28382 [EFV mteVeHyCalc
Blackenain Nods URL:

pSTADz2InsT 48045

Contm Iransecion

Figure.6. Confirmation of transaction details

Volume 4, No. 2

April- June, 2026



178

L T —— B P oo o Pl a
Moz sharoer - B
S FErE|=x(mYwa,

i
ey

i | mseage — 5 nGtminiant bainane 1

‘Suzcessful Transaction!

YO RS COMLTYT AT TAREATTEN Il 372000 10 10 Pk

Graphical Results

figure shows the recording of medical data records into healthcare block chain from a time period
of almost 1 year (November, 2018 to October, 2019). The data has been recorded into the
healthcare block chain via web-interface of the healthcare block chain. Privacy of the recorded
data has been maintained by the block chain. Access control policy have been applied while
recording the data. The data can only be accessed by the concerned medical staff and the patient
itself.
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Conclusion

In this work, we have proposed “Security barrier against integrity based attacks in health care
block chain”. Healthcare data is of major security concern due to increased ratio of cyber-attacks
in the recent years. Healthcare data privacy, integrity, availability and confidentiality is of major
concern. To keep the data safe from the aforementioned cyber-attacks, we have addressed Block
chain as a security mechanism to preserve the privacy of the data. Healthcare Block chain has been
designed to keep the medical records safe from cyber-attacks. Security barrier against integrity
based attacks in Healthcare Block chain have been designed. For this we have provided a web-
based interface for the Healthcare Block chain whose functionality can be divided into two
components: Front End (Miner View), Client End View. With the help of client end view, the
patients and concerned medical staff could enter their healthcare data into the Block chain and can
keep record of the data safe. This client end view also ensures the availability of data anytime to
the clients as well as medical staff for viewing the medical history of patients. Secondly, we have
embedded the Front End view, which act as a security barrier against integrity based attack in
Healthcare Block chain. These web-based interfaces provided the functionality of accessing the
data in a distributed manner. This security mechanism has provided the patients with the autonomy
in a way that they do not need to trust any third party and as well as they are always aware of who
is accessing their data. Additionally, it provides the medical staff with the facility of managing the
data in a decentralized and secure way.
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